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Container Benefit

e Isolation : dunsauivninanng dusun1srinvuLsiasaIu

e Standard : Inguuinsgiud1niu Container Runtime tiar Container Image Format
e Unify : dm15auin 1l Run vufilafls Lidnazgnasieiluu daa OS axls

e Portable : Tisunsuazgniamdaulugduvuaay Container Image

e Extensible : du1sni3uduann Base Image fifiaguda

e Sharing : du1sauivilu Container Image 19uu Repository
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Cheat Sheet

Initialize swarm mode and listen on a specific interface

docker swarm init --advertise-addr

Join an existing swarm as a manager node
docker swarm join --token

Join an existing swarm as a worker node
docker swarm join --token

List the nodes participating in a swarm
docker node ls

BUILD

Build an image from the Dockerfile in the current
directory and tag the image
docker build -t myapp:1.0

List all images that are locally stored with the Docker
engine
docker images

Delete an image from the local image store
docker rmi alpine:3.4

Create a service from an image exposed on a specific

port and deploy 3 instances

docker service create --replicas -p
--name

List the services runningin a swarm
docker service ls

Scale a service
docker service scale =

List the tasks of a service
docker service ps

SHIP

Pull an image from a registry
docker pull alpine:3.4

Retag alocal image with a new image name and tag

docker tag alpine:3.4 myrepo/myalpine:3.4

Log in to a registry the Docker Hub by default)
docker login my.registry.com:8000

Push an image to a registry
docker push myrepo/myalpine:3.4

docker run

--rm remove container automatically after it exits

-it connect the container to terminal
--name web name the container

-p 5000:80 expose port 5000 externally and map to port 80
dev: /code create a host mapped volume inside the container
4 the image from which the container is instantiated

alpine
/bin/sh the command to run inside the container

Stop a running container through SIGTERM
docker stop web

Stop a running container through SIGKILL
docker kill web

Create an overlay network and specify a subnet
docker network create --subnet 10.1.0.0/24
gateway 10.1.0.1 -d overlay mynet

List the networks
docker network ls

List the running containers
docker ps

Delete all running and stopped containers
docker rm -f $(docker ps -aq

Create a new bash process inside the container and connect
it to the terminal
docker exec -it web bash

Print the last 100 lines of a container’s logs
docker logs --tail 100 web



Container Development Process
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Public Cloud Services

e https://aws.amazon.com/
e https://cloud.google.com/
e https://azure.microsoft.com/



https://aws.amazon.com/
https://cloud.google.com/
https://azure.microsoft.com/en-us/

AWS Overview

e Begin on 2006 power by Amazon

e Asof 2017, AWS owns a dominant 34% of all cloud.

e Over 140 AWS services are available including compute, storage, databases,
analytics, networking, mobile, developer tools, management tools, loT,
security, and enterprise applications

e The AWS Cloud operates 60 Availability Zones within 20 geographic Regions
around the world



Container on AWS

e Amazon Elastic Container Service
e AWS Fargate
e Amazon Elastic Container Service for Kubernetes

e Amazon Elastic Container Registry
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Amazon Elastic '
Container Service Amazon EKS AWS Faraate Amazon ECR



https://aws.amazon.com/ecs/
https://aws.amazon.com/fargate/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecr/

Select cluster template

The following cluster templates are available to simplify cluster creation. Additional configuration and integrations can be

added later.

Networking only EC2 Linux + Networking

Resources to be created: Resources to be created:

Cluster Cluster
VPC (optional) VPC
Subnets (optional) Subnets

Auto Scaling group with Linux AMI

Powered by AWS Fargate

EC2 Windows + Networking

Resources to be created:

Cluster
VPC
Subnets

Auto Scaling group with Windows AMI

*Required Cancel Next step

Add container

~ Standard

Container
name*

Custom image format: [registry-urij[namespace}image}{tag]

Private i}
repository
authentication*

Memory Limits = Soft limit

(MiB)

© Add Hard limit

* Required Cancel

ECS Cluster Provisioning & Create Task Definition




Google Cloud Overview

e In April 2008, Google announced App Engine

e GCP has market shares around 5%.

e Google lists over 90 products under the Google Cloud brand.

e Google Cloud Platform is available in 19 regions and 58 zones.



Container on GCP

e Google Kubernetes Engine
e Container Registry
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https://cloud.google.com/kubernetes-engine/
https://cloud.google.com/container-registry/
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Azure Overview

Microsoft Azure launch on 2010

Azure has 11% market shares
Microsoft lists over 600 Azure services
Azure has 54 regions worldwide



Container on Azure

e Azure Kubernetes Service (AKS)
e Container Instances

e Container Registry



https://azure.microsoft.com/en-us/services/kubernetes-service/
https://azure.microsoft.com/en-us/services/container-instances/
https://azure.microsoft.com/en-us/services/container-registry/

Kubernetes services « 2 X Create Kubernetes cluster 5 =
, Create Container Instances X Basics O X

1 (Default D

=+ Add

Edit columns *** More

| Basics | Authentication Networking Monitoring Tags Review + create
S * Container name

Azure Kubernetes Service (AKS) manages your hosted Kubernetes environment, making it quick and easy to deploy and 1 Basics > I |
NAME manage containerized applications without container orchestration expertise. It also eliminates the burden of ongoing Configure basic settings

operations and maintenance by provisioning, upgrading, and scaling resources on demand, without taking your applications .

offline. Learn more about Azure Kubernetes Service Container image type

PROJECT DETAILS

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

* Container image @

your resources.

* Subscription @ Visual Studio Enterprise with MSDN v
Subscription
* Resource group @ Default-Storage-SoutheastAsia v 3 ' P
: : : Create new es Visual Studio Enterprise with MSDN v
No Kubernetes services to display
CLUSTER DETAILS * Resource group @
* Kubernetes cluster name @ v
* Region @ Southeast Asia v Create new

* Kubernetes version @ 1126 v * Location
Create Kubemetes service

Southeast Asia v

* DNS name prefix @

SCALE

The number and size of nodes in your cluster. For production workloads, at least 3 nodes are recommended for resiliency.
For development or test workloads, only one node is required. You will not be able to change the node size after cluster
creation, but you will be able to change the number of nodes in your cluster after creation. Learn more about scaling in
Azure Kubernetes Service

* Node size @ Standard DS2 v2
2 vepus, 7 GB memory
Change size

AKS Cluster Provisioning & Container Instances



Kubernetes

Google open-sourced the Kubernetes project in 2014. Kubernetes builds upon a
decade and a half of experience that Google has with running production
workloads at scale, combined with best-of-breed ideas and practices from the

community.



Container VS Kubernetes

h

Dockerfile

docker build

-

ocker run
Docker
Image

docker pull

Docker

Registry

i
i
i
i
Host Network

i 8080
| isolated network

publish
I RS, ™S 3
; 80 |
jvarflibjmysd

QIO

Ephemeral Attach Ephemeral §¥ Attach
Jvar/lib/docker/volumes/xxx /my-web /my-db
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Service B 10.10.9.

Concept

e SUvMMALN uNeEv node

e suUanundni Munafiv container

e 51 Wnau udMgnAsINTaL UN
Deployment

e Uiy uunadiv Pod

e Lduilse unadiv Service

Label Selector




Resources



apiVersion: apps/vl

Compute kind: Deployment
metadata:
name: nginx-deployment
Pod labels:
Lﬂuvnmﬂmaﬂmam‘lum‘iaﬂmimf;l app: nginx
Kubernetes Lﬂﬁﬂmauaumsmﬂauwamai spec:
1 @389 ‘Iﬂmvumswmmtﬂumaommo G replicas: 3
1/5enauaae Container aLg 1 container SELBCIAM _
s luvineuagnialu matchlabels:
Al = app: nginx
template:
metadata:
0 Deployment labels:
deploy Hudunqua Life cycle wav Pod 1nel app: nginx
Kubernetes zALa’l n15vinvruay Pod spec:

containers:

- hame: nginx
image: nginx:1.7.9
ports:
- containerPort: 80

Lﬂu'lﬂm'mmvu”h‘lu Spec 19U U
Relicas, Health check, Restart




Network

Service .
dugaimwlufnsdanuiniadng G
Kubernetes azd51v Cluster IP fidunsa
finsialany Cluster Lazdiu1s0vinn1sAUNY
leiinu DNS Tnannsla selector wnu label

e Network Policy
i du19aa1nuanIsLangy Service 1819

AMNUANHUaILAIaTL

netpol

kind: Service
apiVersion: vl
metadata:
name: my-service
spec:
selector:
app: nginx
externalIPs: [“203.185.64.1”]
ports:

- protocol: TCP
port: 80
targetPort: 80




Storage

Persistent Volume apiVersion: v1
Lﬂuwummmumauam'ss VIH’S’N‘IILLTG]US’]Q kind: PersistentVolumeClaim

24 storage backend FUUULIENIY FaF49 mezzr‘:?ar; ctorase
TaaRaLasEul v3ads v 1naan TWIRKIU qoees g s
Persistent Volume Claim waz Storage e T
Class - ReadWriteOnce

resources:
. . requests:

Persistent Volume Claim stgrage: 16Gi
L?Juuﬁiwvaa%w nundaAudaya Tnaszuuas storageClassName: standard
1dugnu Persistent Volume #iiiag) viga
d9199uUN1Ina

Storage Class

Sﬁumﬁumwummﬂumaua eﬁonﬂ‘lsﬁ‘lum‘i
aswwummﬂumauamum tavundnTwia
6




Config

ConfigMap .
InAudayauuy Key - Value damsudiayan
T luajuniln wasdinnsaadu laannmane
Pod Taadiuisaun il lgnunis Mount
w1 n3adutlu Environment Variable
u Pod 16

Secret

e daiAudiayatduLiaanu ConfigMap L
nalu Kubernetes 2:in153nn15uuuiiLeL
WalAusnugayanitluainuay

kind: ConfigMap
apiVersion: vl
metadata:
name: my-conf
data:
my.ini: |
[client]
port = 3306
socket = /var/run/mysqld/mysql.sock
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MECASs: Cloud Container Service Platform
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MECASs Features

Containerized applications powered by Kubernetes

Getting start with MECAs Ul

Storage volume with data replication over entire cluster
HTTP/HTTPS service with dynamically assigned subdomain name
Customized domain name for HTTP/HTTPS service

Resource allocation for each namespace

Built-in network load balancer



MECAs: Network Topology
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MECAs: Components

e Container Controller (CC)
o AIUANNISH319 container, load balancer uu worker node

e Storage Controller (SC)

o AuAuAIsIaLAvLardudayalaals disk uu worker node LazalruaunISITinfivdaya

e \Worker Node (WN)

o 3u container auFNFIUaY container controller uazdatAudayan uAIaNUaY storage controller

e Router (R)

o peer BGP routing fiu worker node (load balancer) tfialsznd Public IP aan’l



MECASs Quota

e CPU: 4 cores (default: 200m core per container)
e Memory: 32 GB (default: 256 MB per container)

e Storage

o Block Storage 2 replica: 400 GB

o Block Storage 3 replica: 100 GB

o File System (based on Block Storage)
e Portset (Public IP & Port)

o Public IP address 1 address (su1snvaiiaiinlédluniands)



MECASs Portset

e |IP uax Port numbers ' lasuandss du1aatilauanis laainnians
e Mat1INIalgvU Portset

o zuUINUUTLLEY 203.185.64.254 gnlaarunane Port
o UDP 53, TCP 53 is used for DNS server

o TCP 80, 443, 8443 is used for web server



Load balancer

e Single load balancer

Layer 4 Load Balancing

web-backend

Load Balancer

http:/fyourdomain.com/

Source:


https://www.digitalocean.com/community/tutorials/an-introduction-to-haproxy-and-load-balancing-concepts
https://www.digitalocean.com/community/tutorials/an-introduction-to-haproxy-and-load-balancing-concepts

Load balancer with Active/Passive

Source:

Primary
Load Balancer

ctive
—o =

Floating IP
Address: 192.0.2.100

App Server 2

s healthy


https://www.digitalocean.com/community/tutorials/understanding-nginx-http-proxying-load-balancing-buffering-and-caching

MECASs Load balancer

Service way MECAs unwsaunu Load balancer wuu Active/Active

MECASs Load Balancer User Space

Worker Node

Internet

Worker Node




MECAs Workloads

Workload
Workload Name

Deployment

92 Deployment

**UNNAMED DEPLOYMENT**
Deployment Name

Add new Deployment
& Service Replicas 1

Add new Service Image pull secrets Select secret v

B Config Map

& Persistent Volume Claim
Containers

**UNNAMED CONTAINER**

General

Container Name

Image Name



MECASs Service Portal Tl

You are invited to enjoy MECAs services.  usemameoremai

Password

LogIn


https://portal.meca.in.th

Lunch
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Example Application: Static web application

Serw::ney::lt:g



Example Application: Web application with database

mERLE wordpress wordpress-storage
mvsal wordpress-db-
= 30

-

service:http




Example Application: loT Stack

| 203.185.64.1 |

RabbitMQ rabbitmg-storage

telegraf-conf

Telegraf

Graphite graphite-storage




